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Overview 
The PayLeap SCM API allows you to submit payment transactions to your 
processor over the Internet using PayLeap’s payment gateway. The PayLeap 
SCM API supports the following services: 

 AddRecurringCreditCard – Adds a customer, contract, and credit card 
payment method in one call 

 AddRecurringCheck – Adds a customer, contract, and credit card payment 
method in one call 

 ProcessCreditCard – Processes credit card transactions within the recurring 
billing module 

 ProcessCheck – Processes check transactions within the recurring billing 
module 

 ManageCheckInfo –Adds, updates, and deletes check payment information 

 ManageCreditCardInfo – Adds, updates, and deletes credit card payment 
information 

 ManageContract – Adds, updates, and deletes contract information 

 ManageCustomer – Adds, updates, and deletes customer information 
 
Additionally, the PayLeap SCM API card validation service allows you to verify 
card number, length, and expiration date. 

How to Access 
The PayLeap SCM API supports the following types of transaction requests: 

 REST 

 SOAP 

Messages must be sent using URL-encoded, HTTP GET messages.  

URL 

The testing URL is: 

https://uat.payleap.com/MerchantServices.svc 

The production URL is: 

https://secure1.payleap.com/MerchantServices.svc 

WSDL 

The WSDL file for testing is: 

https://uat.payleap.com/MerchantServices.svc?wsdl 

The WSDL file for production is: 
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https://secure1.payleap.com/MerchantServices.svc?WSDL 

Setting Up Your API Login Credentials 

The user name and password used to log in to the web interface and virtual 
terminal are not the same credentials used to communicate with the API. In order 
to communicate with the API, your account must allow API access and you must 
set up a separate API login ID and transaction key. 

To locate your API login and set up for your API transaction key, follow these 
steps: 

1. Log in to the Payleap web interface using your user name and password. 

For testing, use this URL: 

https://uat.payleap.com/ 

For production, use this URL: 

https://secure1.payleap.com/ 

2. From the Merchant User menu, click Preferences then click Create 
Transaction Key.  

The following screen displays: 

 

Use the API Login Id value for the Username parameter for API transaction 
requests. 

3. Click Submit to generate an API transaction key. 
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The following screen displays: 

 

Use the API Transaction Key value for the Password parameter for API 
transaction requests. 

You can generate a new API transaction key at any time. You must update any 
application using the previous API transaction key to use the new key. 

Finding your Vendor Number 

To use some of the web services described in this document, you will need to 
provide an RPNum value, which is unique to your merchant account. The 
RPNum is the same as your Vendor Number, which can be found in your 
personal information on the PayLeap web interface. 

To locate your Vendor Number, follow these steps: 

1. Log in to the PayLeap web interface using your user name and password. 

For testing, use this URL: 

https://uat.payleap.com/ 

For production, use this URL: 

https://secure1.payleap.com/ 

2. From the Merchant User menu, click Preferences and then click Edit 
Personal Info.  

The following screen displays: 

 

Your Vendor ID is displayed in the Vendor Number field.  
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Test Data 

You can request a test account on our testing server. To request this account, 
please send your email request to our technical support staff. Please include the 
following information with your test account request: company name, your name, 
phone number, email address associated with the test account, and which 
payment processor you would like to test. An email response will be sent with 
valid test information. 

Credit Card 

The test site accepts any valid, mod 10 credit card number. The test site does 
not validate AVS or CVV data and return passing values for any data submitted. 

Check 

The test site accepts any valid account, routing, and MICR data. 
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AddRecurringCreditCard 
This web service operation allows you to add a customer, contract, and credit 
card payment method all in one call. To access AddRecurringCreditCard, use an 
HTTP GET to one of the following URLs. 

The testing URL is: 

https://uat.payleap.com/MerchantServices.svc/AddRecurringCreditCard 

The production URL is: 

https://secure1.payleap.com/MerchantServices.svc/AddRecurringCreditCard 

Request Parameters 
The following table describes the parameters used by this web service: 

Parameter Required Description 

Username Required Your PayLeap API login ID. 

Password Required Your PayLeap API transaction key. 

Vendor Required Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

CustomerID Required Unique, merchant-supplied identifier for a customer. 

CustomerName Required Name used to refer to customer in SCM API.  

FirstName Required Customer’s first name. 

LastName Required Customer’s last name. 

Title Optional Customer’s title. 

Department Optional Customer’s department. 

Street1 Optional Line 1 of customer’s street address. 

Street2 Optional Line 2 of customer’s street address. 

Street3 Optional Line 3 of customer’s street address. 

City Optional Customer’s city. 

StateID Optional Customer’s 2-digit state code. 

Province Optional Customer’s province if outside the USA. 

Zip Optional Customer’s ZIP or postal code. 

CountryID Optional Customer’s 3-digit country code. For example: USA, 
CAN. 

Email Optional Customer’s billing email address. 

Mobile Optional Customer’s phone number in ###-###-#### format. 

ContractID Required Unique, merchant-supplied identifier for the contract. 

ContractName Required Merchant-supplied contract name. 

BillAmt Required The amount to be billed in relation to the contract in 
DDDDDDDDDD.CC format. 
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Parameter Required Description 

TaxAmt Optional The tax amount in DDDD.CC format. 

TotalAmt Required The total amount of the transaction in 
DDDDDDDDDD.CC format. This includes any tax 
specified in TaxAmt. 

StartDate Required Start date of the contract in MM/DD/YYYY format. 

EndDate Optional End date of the contract in MM/DD/YYYY format. If this 
date is not given, the contract will continue to run until 
manually cancelled or suspended by the system due to 
failure of payment. 

BillingPeriod Required Used in conjunction with BillingInterval to compute next 
bill date. Valid values are: 

Day or Daily 

Week or Weekly 

Biweekly 

Month or Monthly 

Semimonth or Semimonthly 

Year or Annually 

Semiannually  

Quarterly 

BillingInterval Required Indicates the day on which the billing interval will be 
applied.  

For a BillingPeriod of Week/Weekly or Biweekly, valid 
values are: 

Mon or 1 

Tue or 2 

Wed or 3 

Thu or 4 

Fri or 5 

Sat or 6 

Sun or 7 

For a BillingPeriod of Month/Monthly, valid values are: 

1 – 31  (the date of the month) 

Last (the last day of each month) 

For a BillingPeriod of Day/Daily, Year/Annually, 
Semiannually, Semimonth/Semimonthly, or Quarterly, 
set this parameter to 0. The system will calculate the 
BillingInterval using the StartDate in the contract.  

MaxFailures Optional The maximum number of attempts to submit a payment 
before system puts contract into a suspended mode. 

FailureInterval Optional The number of days system will wait between each 
reattempt at processing payment. 

EmailCustomer Optional Indicates whether to email the customer regarding the 
status of recurring payment. Valid values are: True or 
False. 
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Parameter Required Description 

EmailMerchant Optional Indicates whether to email the merchant regarding the 
status of recurring payment. Valid values are: True or 
False. 

EmailCustomerFailure Optional Indicates whether to email the customer if recurring 
payment fails. Valid values are: True or False. 

EmailMerchantFailure Optional Indicates whether to email the merchant if recurring 
payment fails. Valid values are: True or False. 

CcAccountNum Required Credit card number used for the transaction. 

CcExpdate Required Expiration date of the credit card used for the transaction 
in MMYY format. 

CcNameOnCard Optional Cardholder’s name as printed on the card. 

CcStreet Optional Cardholder’s street Address. Used for AVS. 

CcZip Optional Cardholder’s billing ZIP or postal code. Used for AVS. 

ExtData Not Used Not used for this operation.  

Parameters marked as optional or not used must be passed as empty 
parameters if you are not submitting a value. 

Response Values 
The following table describes the fields in the XML success response: 

Parameter Description 

CcInfoKey Unique numerical identifier for credit card. This number 
is used for processing and management operations.  

Code Always Ok for successful response. 

ContractKey Unique numerical identifier for the contract. This number 
is used for management operations. 

CustomerKey Unique numerical identifier for the customer. This 
number is used for management operations. 

Error Response message from PayLeap confirming the 
successful operation.  

UserName Your PayLeap API login ID. 

Vendor Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

The following table describes the fields in the XML failure response: 

Parameter Description 

Code Always Fail for a failure response. 

Error Message describing the error in request. 

UserName Your PayLeap API login ID. 
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Parameter Description 

Vendor Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

Example 
The following is an example of an AddRecurringCreditCard request: 

https://uat.payleap.com/MerchantServices.svc/AddRecurringCreditCard?Usern

ame=user123_API&Password=Nn2jCtsOuxVlcELE&Vendor=123&CustomerID=12345&Cus

tomerName=ABCompany&FirstName=John&LastName=Doe&Title=&Department=&Street

1=&Street2=&Street3=&City=&StateID=&Province=&Zip=&CountryID=&Email=&Mobi

le=&ContractID=i&ContractName=ABCService&BillAmt=45.00&TaxAmt=&TotalAmt=4

500&StartDate=01/01/2012&EndDate=&BillingPeriod=Week&BillingInterval=1&Ma

xFailures=&FailureInterval=&EmailCustomer=&EmailMerchant=&EmailCustomerFa

ilure=&EmailMerchantFailure=&CcAccountNum=1234567890987654&CcExpdate=1212

&CcNameOnCard=&CcStreet=&CcZip=&ExtData= 

The following is an example of a successful AddRecurringCreditCard response: 
<RecurringResult xmlns="http://www.payleap.com/payments" xmlns:i="http://

www.w3.org/2001/XMLSchema-instance"> 

<CcInfoKey>1234</CcInfoKey> 

<Code>Ok</Code> 

<ContractKey>5678</ContractKey> 

<CustomerKey>9101</CustomerKey> 

<Error>RecurringCreditCard Added</Error> 

<UserName>user123_API</UserName> 

<Vendor>123</Vendor> 

</RecurringResult> 
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AddRecurringCheck 
This web service operation allows you to add a customer, contract, and check 
payment method all in one call. To access AddRecurringCheck, use an HTTP 
GET to one of the following URLs. 

The testing URL is: 

https://uat.payleap.com/MerchantServices.svc/AddRecurringCheck 

The production URL is: 

https://secure1.payleap.com/MerchantServices.svc/AddRecurringCheck 

Request Parameters 
The following table describes the parameters used by this web service: 

Parameter Required Description 

Username Required Your PayLeap API login ID. 

Password Required Your PayLeap API transaction key. 

Vendor Required Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

CustomerID Required Unique, merchant-supplied identifier for a customer. 

CustomerName Required The name used to refer to customer in SCM API.  

FirstName Required Customer’s first name. 

LastName Required Customer’s last name. 

Title Optional Customer’s title. 

Department Optional Customer’s department. 

Street1 Required Line 1 of customer’s street address. 

Street2 Optional Line 2 of customer’s street address. 

Street3 Optional Line 3 of customer’s street address. 

City Required Customer’s city. 

StateID Required Customer’s 2-digit state code. 

Province Optional Customer’s province if outside the USA. 

Zip Required Customer’s ZIP or postal code. 

CountryID Optional Customer’s 3-digit country code. For example:  USA, 
CAN. 

Email Optional Customer’s billing email address. 

Mobile Required Customer’s phone number in ###-###-#### format. 

ContractID Required Unique, merchant-supplied identifier for the contract. 

ContractName Required Merchant-supplied contract name. 

BillAmt Required The amount to be billed in relation to the contract in 
DDDDDDDDDD.CC format. 
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Parameter Required Description 

TaxAmt Optional Tax amount in DDDD.CC format. 

TotalAmt Required The total amount of the transaction in 
DDDDDDDDDD.CC format. This amount includes any 
tax specified in TaxAmt. 

StartDate Required The start date of the contract in MM/DD/YYYY format. 

EndDate Optional The end date of the contract in MM/DD/YYYY format. If 
this date is not given, the contract will continue to run 
until manually cancelled or suspended by the system 
due to failure of payment. 

BillingPeriod Required Used in conjunction with BillingInterval to compute next 
bill date. Valid values are: 

Day or Daily 

Week or Weekly 

Biweekly 

Month or Monthly 

Semimonth or Semimonthly 

Year or Annually 

Semiannually  

Quarterly 

BillingInterval Required Indicates the day on which the billing interval will be 
applied.  

For a BillingPeriod of Week/Weekly or Biweekly, valid 
values are: 

Mon or 1 

Tue or 2 

Wed or 3 

Thu or 4 

Fri or 5 

Sat or 6 

Sun or 7 

For a BillingPeriod of Month/Monthly, valid values are: 

1 – 31  (the date of the month) 

Last (the last day of each month) 

For a BillingPeriod of Day/Daily, Year/Annually, 
Semiannually, Semimonth/Semimonthly, or Quarterly, 
set this parameter to 0. The system will calculate the 
BillingInterval using the StartDate in the contract.  

MaxFailures Optional The maximum number of attempts to submit a payment 
before system puts contract into a suspended mode 

FailureInterval Optional The number of days system will wait between each 
reattempt at processing payment. 

EmailCustomer Optional Indicates whether to email the customer regarding the 
status of recurring payment. Valid values are: True or 
False. 
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Parameter Required Description 

EmailMerchant Optional Indicates whether to email the merchant regarding the 
status of recurring payment. Valid values are: True or 
False. 

EmailCustomerFailure Optional Indicates whether to email the customer if recurring 
payment fails. Valid values are: True or False. 

EmailMerchantFailure Optional Indicates whether to email the merchant if recurring 
payment fails. Valid values are: True or False. 

CheckType Required Indicates check type. Valid values are: 

Personal 

Business 

AccountType Required Indicates to which type of account the check points. Valid 
values are: 

Checking 

Savings 

CheckNum Optional The check number printed on the check. 

MICR Optional The scanned MICR data of the check. 

AccountNum Required The account number printed on the check. 

TransitNum Required The routing number printed on the check. 

SS Optional The customer’s Social Security Number in ###-###-
#### format. 

DOB Optional The customer’s date of birth in MM/DD/YYYY format.  

BranchCity Optional The city in which the branch of the bank is located. 

DL Optional The customer’s date of birth in MM/DD/YYYY format.  

StateCode Optional The customer’s two-digit driver’s license state or 
province code.  

NameOnCheck Optional The customer’s name as printed on the check. 

ExtData Not Used Not used for this operation. 

Parameters marked as optional or not used must be passed as empty 
parameters if you are not submitting a value. 

Response Values 

The following table describes the fields in the XML success response: 

Parameter Description 

CheckInfoKey Unique numerical identifier for check. Used in 
management operations. 

Code Ok for successful response. 

Partial Ok is returned when the routing number is 
invalid. Verify the value foru TransitNum is correct.  

ContractKey Unique numerical identifier for the contract. Used in 
management operations. 
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Parameter Description 

CustomerKey Unique numerical identifier for the customer. Used in 
management operations. 

Error Message describing the status of the request. 

UserName Your PayLeap API login ID. 

Vendor Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

The following table describes the fields in the XML failure response: 

Parameter Description 

Code Always Fail for an unsuccessful response. 

Error Message describing the error in request. 

UserName Your PayLeap API login ID. 

Vendor Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

Example 
The following is an example of an AddRecurringCheck request: 

https://uat.payleap.com/MerchantServices.svc/AddRecurringCheck?Username=u

ser123_API&Password=Nn2jCtsOuxVlcELE&Vendor=123&CustomerID=12345&Customer

Name=Gravity%20Apples&FirstName=Isaac&LastName=Newton&Title=&Department=&

Street1=123%20Main%20St&Street2=&Street3=&City=Lincolnshire&StateID=GA&Pr

ovince=&Zip=12345&CountryID=&Email=&Mobile=123-456-7890&ContractID=54321&

ContractName=Required&BillAmt=1&TaxAmt=&TotalAmt=1&StartDate=01/09/2012&E

ndDate=&BillingPeriod=Month&BillingInterval=1&MaxFailures=&FailureInterva

l=&EmailCustomer=&EmailMerchant=&EmailCustomerFailure=&EmailMerchantFailu

re=&CheckType=Personal&AccountType=Checking&CheckNum=&MICR=&AccountNum=12

34567890001&TransitNum=987654321&SS=&DOB=12/25/1642&BranchCity=&DL=&State

Code=&NameOnCheck=&ExtData= 

The following is an example of a successful AddRecurringCheck response: 
<RecurringResult xmlns="http://www.payleap.com/payments" 

xmlns:i="http://www.w3.org/2001/XMLSchema-instance"> 

<CheckInfoKey>1234</CheckInfoKey> 

<Code>Ok</Code> 

<ContractKey>9696</ContractKey> 

<CustomerKey>2468</CustomerKey> 

<Error>RecurringCheck Added</Error> 

<UserName>user123_API</UserName> 

<Vendor>123</Vendor> 

</RecurringResult> 
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ProcessCreditCard – Recurring Billing 
This web service operation processes credit card transactions within the 
recurring billing module. To access ProcessCreditCard, use an HTTP GET to 
one of the following URLs. 

The testing URL is: 

https://uat.payleap.com/MerchantServices.svc/ProcessCreditCard 

The production URL is: 

https://secure1.payleap.com/MerchantServices.svc/ProcessCreditCard 

Request Parameters 
The following table describes the parameters used by this web service: 

Parameter Required Description 

Username Required Your PayLeap API login ID. 

Password Required Your PayLeap API transaction key. 

Vendor Required Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

CcInfoKey Required Unique numerical identifier for credit card. Found in the 
response values for AddRecurringCreditCard and 
ManageCreditCardInfo. 

Amount Required The dollar amount of the transaction in 
DDDDDDDDDD.CC format. 

InvNum Optional The invoice number used by the merchant to identify the 
transaction. 

ExtData Not Used Not used for this operation. 

Parameters marked as optional or not used must be passed as empty 
parameters if you are not submitting a value. 

Response Values 

The following table describes the fields in the XML success response: 

Parameter Description 

AuthCode The authorization code for the transaction. 

Message The response message returned by the host. 

PNRef The reference number identifying the transaction on the 
PayLeap gateway. This number is used for adjustments, 
voids, and returns. 

Result Result code from PayLeap. Always 0 for successful 
transactions. 
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The following table describes the fields in the XML failure response: 

Parameter Description 

Code Always Fail for a failure response. 

Error Message describing the error in request. 

UserName Your PayLeap API login ID. 

Example 

The following is an example of a ProcessCreditCard request: 

https://uat.payleap.com/MerchantServices.svc/ProcessCreditCard?Username=u

ser123_API&Password=Nn2jCtsOuxVlcELE&Vendor=123&CcInfoKey=1234&Amount=11.

00&InvNum=&ExtData= 

The following is an example of a successful ProcessCreditCard response: 
<RecurringResult xmlns="http://www.payleap.com/payments" xmlns:i="http://

www.w3.org/2001/XMLSchema-instance"> 

<AuthCode>123ASD</AuthCode> 

<Message>APPROVAL</Message> 

<PNRef>56789</PNRef> 

<Result>0</Result> 

</RecurringResult> 
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ProcessCheck – Recurring Billing 
This web service operation processes check transactions within the recurring 
billing module. To access ProcessCheck, use an HTTP GET to one of the 
following URLs. 

The testing URL is: 

https://uat.payleap.com/MerchantServices.svc/ProcessCheck 

The production URL is: 

https://secure1.payleap.com/MerchantServices.svc/ProcessCheck 

Request Parameters 
The following table describes the parameters used by this web service: 

Parameter Required Description 

Username Required Your PayLeap API login ID. 

Password Required Your PayLeap API transaction key. 

Vendor Required Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

CheckInfoKey Required Unique numerical identifier for check. Found in the 
response values for AddRecurringCheck and 
ManageCheckInfo. 

Amount Required The dollar amount of the transaction in 
DDDDDDDDDD.CC format. 

InvNum Optional The invoice number used by the merchant to identify the 
transaction. 

ExtData Not Used Not used for this operation. 

Parameters marked as optional or not used must be passed as empty 
parameters if you are not submitting a value. 

Response Values 

The following table describes the fields in the XML success response: 

Parameter Description 

AuthCode The authorization code for the transaction. 

Message The response message returned by the host. 

PNRef The reference number identifying the transaction on the 
PayLeap gateway. This number is used for adjustments, 
voids, and returns. 

Result Result code from PayLeap. Always 0 for successful 
transactions. 
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The following table describes the fields in the XML failure response: 

Parameter Description 

Code Always Fail for a failure response. 

Error Message describing the error in request. 

UserName Your PayLeap API login ID. 

Example 

The following is an example of ProcessCheck request: 

https://uat.payleap.com/MerchantServices.svc/ProcessCheck?Username=user12

3_API&Password=Nn2jCtsOuxVlcELE&Vendor=123&CheckInfoKey=1234&Amount=11.00

&InvNum=&ExtData= 

The following is an example of a successful ProcessCheck response: 
<RecurringResult xmlns="http://www.payleap.com/payments" xmlns:i="http://

www.w3.org/2001/XMLSchema-instance"> 

<AuthCode>123ASD</AuthCode> 

<Message>APPROVAL</Message> 

<PNRef>56789</PNRef> 

<Result>0</Result> 

</RecurringResult> 
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ManageCheckInfo 
This web service operation allows you to add, update, and delete check payment 
information. To access ManageCheckInfo, use an HTTP GET to one of the 
following URLs. 

The testing URL is: 

https://uat.payleap.com/MerchantServices.svc/ManageCheckInfo 

The production URL is: 

https://secure1.payleap.com/MerchantServices.svc/ManageCheckInfo 

Request Parameters 
The following table describes the parameters used by this web service: 

Parameter Required Description 

Username Required Your PayLeap API login ID. 

Password Required Your PayLeap API transaction key. 

TransType Required The transaction type being performed. Valid values are: 

Add 

Update 

Delete 

Vendor Required Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

CustomerKey Required Unique numerical identifier for the customer. Found in 
the response values of operations for managing 
customer information and adding recurring payments. 

CheckInfoKey Required 
for Delete 
and Update 

Unique numerical identifier for check. Found in the 
response values for AddRecurringCheck. 

CheckType Required Indicates check type. Valid values are: 

Personal 

Business 

AccountType Required Indicates to which type of account the check points. Valid 
values are: 

Checking 

Savings 

CheckNum Optional The check number printed on the check. 

MICR Optional The scanned MICR data of the check. 

AccountNum Required The account number printed on the check. 

TransitNum Required The routing number printed on the check. 

SS Optional The customer’s Social Security Number in ###-###-
#### format. 
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Parameter Required Description 

DOB Optional The customer’s date of birth in MM/DD/YYYY format.  

BranchCity Optional The city in which the branch of the bank is located. 

DL Optional The customer’s date of birth in MM/DD/YYYY format.  

StateCode Optional The customer’s two-digit driver’s license state or 
province code.  

NameOnCheck Optional The customer’s name as printed on the check. 

Email Optional Customer’s billing email address. 

DayPhone Optional Customer’s phone number in ###-###-#### format. 

Street1 Optional Line 1 of customer’s street address. 

Street2 Optional Line 2 of customer’s street address. 

Street3 Optional Line 3 of customer’s street address. 

City Optional Customer’s city. 

StateID Optional Customer’s 2-digit state code. 

Province Optional Customer’s province if outside the USA. 

PostalCode Optional Customer’s ZIP or postal code. 

CountryID Optional Customer’s 3-digit country code. For example:  USA, 
CAN. 

ExtData Not Used Not used for this operation. 

Parameters marked as optional or not used must be passed as empty 
parameters if you are not submitting a value. 

Response Values 

The following table describes the fields in the XML success response: 

Parameter Description 

CheckInfoKey Unique numerical identifier for check. This number is 
used for processing and management operations. Note 
that CheckInfoKey will be returned even in the event of 
check deletion. 

Code Always Ok for successful response. 

CustomerKey Unique numerical identifier for the customer. This 
number is used for management operations. 

Error Response message from PayLeap confirming the 
successful operation.  

UserName Your PayLeap API login ID. 

Vendor Your PayLeap Vendor number that uniquely identifies 
your merchant account. 
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The following table describes the fields in the XML failure response: 

Parameter Description 

CheckInfoKey Unique numerical identifier for check. This number is 
used for processing and management operations. 

Code Always Fail for a failure response. 

Error Message describing the error in request. 

UserName Your PayLeap API login ID. 

Vendor Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

Example 
The following is an example of a ManageCheckInfo request: 

https://uat.payleap.com/MerchantServices.svc/ManageCheckInfo?Username=use

r123_API&Password=Nn2jCtsOuxVlcELE&TransType=Add&Vendor=123&CustomerKey=1

234&CheckInfoKey=&CheckType=Personal&AccountType=Checking&CheckNum=&MICR=

&AccountNum=1234567890001&TransitNum=261072770&SS=&DOB=&BranchCity=&DL=&S

tateCode=&NameOnCheck=&Email=&DayPhone=&Street1=&Street2=&Street3=&City=&

StateID=&Province=&PostalCode=&CountryID=&ExtData= 

The following is an example of a successful ManageCheckInfo response: 
<RecurringResult xmlns="http://www.payleap.com/payments" xmlns:i="http://

www.w3.org/2001/XMLSchema-instance"> 

<CheckInfoKey>5420</CheckInfoKey> 

<Code>Ok</Code> 

<CustomerKey>1234</CustomerKey> 

<Error>CheckInfo Added</Error> 

<UserName>user123_API</UserName> 

<Vendor>123</Vendor>  

</RecurringResult> 
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ManageCreditCardInfo 
This web service operation allows you to add allows you to add, update, and 
delete credit card payment information. To access ManageCreditCard, use an 
HTTP GET to one of the following URLs. 

The testing URL is: 

https://uat.payleap.com/MerchantServices.svc/ManageCreditCardInfo 

The production URL is: 

https://secure1.payleap.com/MerchantServices.svc/ManageCreditCardInfo 

Request Parameters 
The following table describes the parameters used by this web service: 

Parameter Required Description 

Username Required Your PayLeap API login ID. 

Password Required Your PayLeap API transaction key. 

TransType Required The transaction type being performed. Valid values are: 

Add 

Update 

Delete 

Vendor Required Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

CustomerKey Required Unique numerical identifier for a customer. Found in the 
response values of operations for managing customer 
information and adding recurring payments. 

CardInfoKey Required 
for Update 
and Delete 

Unique numerical identifier for credit card. Found in the 
response values for AddRecurringCreditCard as the 
CcInfoKey. 

CcAccountNum Required Credit card number used for the transaction. 

CcExpDate Required Expiration date of the credit card used for the transaction 
in MMYY format. 

CcNameonCard Optional Cardholder’s name as printed on the card. 

CcStreet Optional Cardholder’s street address. Used for AVS. 

CcZip Optional Cardholder’s billing ZIP or postal code. Used for AVS. 

ExtData Not Used Not used for this operation.  

Parameters marked as optional or not used must be passed as empty 
parameters if you are not submitting a value. 
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Response Values 

The following table describes the fields in the XML success response: 

Parameter Description 

CcInfoKey Unique numerical identifier for credit card. This number 
is used for processing and management operations. 
Note that CcInfoKey will be returned even in the event of 
credit card deletion. 

Code Always Ok for successful response. 

CustomerKey Unique numerical identifier for the customer. This 
number is used for management operations. 

Error Response message from PayLeap confirming the 
successful operation.  

UserName Your PayLeap API login ID. 

Vendor Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

The following table describes the fields in the XML failure response: 

Parameter Description 

CcInfoKey Unique numerical identifier for credit card. This number 
is used for processing and management operations. 

Code Always Fail for a failure response. 

Error Message describing the error in request. 

UserName Your PayLeap API login ID. 

Vendor Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

Example 

The following is an example of a ManageCreditCardInfo request: 

https://uat.payleap.com/MerchantServices.svc/ManageCreditCardInfo?Usernam

e=user123_API&Password=Nn2jCtsOuxVlcELE&TransType=Add&Vendor=123&Customer

Key=6022&CardInfoKey=&CcAccountNum=8675309867530900&CcExpDate=1212&CcName

onCard=Tommy%20Tutone&CcStreet=&CcZip=&ExtData= 

The following is an example of a successful ManageCreditCardInfo response: 
<RecurringResult xmlns="http://www.payleap.com/payments" xmlns:i="http://

www.w3.org/2001/XMLSchema-instance"> 

<CcInfoKey>1234</CcInfoKey> 

<Code>Ok</Code> 

<CustomerKey>1234</CustomerKey> 

<Error>CreditCardInfo Added</Error> 

<UserName>user123_API</UserName> 

<Vendor>123</Vendor> 

</RecurringResult> 
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ManageContract 
This web service operation allows you to add, update, and delete contract 
information. To access ManageContract, use an HTTP GET to one of the 
following URLs. 

The testing URL is: 

https://uat.payleap.com/MerchantServices.svc/ManageContract 

The production URL is: 

https://secure1.payleap.com/MerchantServices.svc/ManageContract 

Request Parameters 
The following table describes the parameters used by this web service: 

Parameter Required Description 

Username Required Your PayLeap API login ID. 

Password Required Your PayLeap API transaction key. 

TransType Required The transaction type being performed. Valid values are: 

Add 

Update 

Delete 

Vendor Required Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

CustomerKey Required Unique numerical identifier for a customer. Found in the 
response values for ManageCustomer, 
AddRecurringCreditCard, and AddRecurringCheck. 

ContractKey Required 
for Update 
and Delete 

Unique numerical identifier for the contract. Found in the 
response values for AddRecurringCheck and 
AddRecurringCreditCard. 

PaymentInfoKey Required 
for Update 
and Add 

Dependent on payment type. For credit cards, use a 
CcInfoKey or CardInfoKey. For checks, use a 
CheckInfoKey.  

These keys can be found in the response values of 
AddRecurringCreditCard, ManageCreditCardInfo, 
AddRecurringCheck, and ManageCheckInfo. 

PaymentType Required 
for Add and 
Update 

Indicates method of payment. Valid values are: 

CC (for credit card) 

CK (for check) 

CustomerID Required 
for Update 
and Add 

Unique, merchant-supplied identifier for a customer. 

FirstName Optional Customer’s first name. 

LastName Optional Customer’s last name. 
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Parameter Required Description 

Title Optional Customer’s title. 

Department Optional Customer’s department. 

Street1 Optional Line 1 of customer’s street address. 

Street2 Optional Line 2 of customer’s street address. 

Street3 Optional Line 3 of customer’s street address. 

City Optional Customer’s city. 

StateID Optional Customer’s 2-digit state code. 

Province Optional Customer’s province if outside the USA. 

Zip Optional Customer’s ZIP or postal code. 

CountryID Optional Customer’s 3-digit country code. For example: USA, 
CAN. 

Email Optional Customer’s billing email address. 

DayPhone Optional Customer’s daytime number in ###-###-#### format. 

NightPhone Optional Customer’s nighttime number in ###-###-#### format. 

Fax Optional Customer’s fax number in ###-###-#### format. 

Mobile Optional Customer’s mobile number in ###-###-#### format. 

ContractID Required 
for Update 
and Add 

Unique, merchant-supplied identifier for the contract. 

ContractName Required 
for Update 
and Add 

Unique, merchant-supplied contract name. 

BillAmt Required 
for Update 
and Add 

The amount to be billed in relation to the contract in 
DDDDDDDDDD.CC format. 

TaxAmt Optional The tax amount in DDDD.CC format. 

TotalAmt Required 
for Update 
and Add 

The total amount of the transaction in 
DDDDDDDDDD.CC format. This includes any tax 
specified in TaxAmt. 

StartDate Required 
for Update 
and Add 

Start date of the contract in MM/DD/YYYY format. 

EndDate Optional End date of the contract in MM/DD/YYYY format. If this 
date is not given, the contract will continue to run until 
manually cancelled or suspended by the system due to 
failure of payment. 

NextBillDt Required 
for Update 
and Add 

Next billing date in MM/DD/YYYY format. For example: if 
the next billing date is scheduled to be 01/30/2015, but 
NextBillDt=02/15/2015 when the request is submitted, 
the next billing date will change to 02/15/2015.  
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Parameter Required Description 

BillingPeriod Required Used in conjunction with BillingInterval to compute next 
bill date. Valid values are: 

Day or Daily 

Week or Weekly 

Biweekly 

Month or Monthly 

Semimonth or Semimonthly 

Year or Annually 

Semiannually  

Quarterly 

BillingInterval Required Indicates the day on which the billing interval will be 
applied.  

For a BillingPeriod of Week/Weekly or Biweekly, valid 
values are: 

Mon or 1 

Tue or 2 

Wed or 3 

Thu or 4 

Fri or 5 

Sat or 6 

Sun or 7 

For a BillingPeriod of Month/Monthly, valid values are: 

1 – 31  (the date of the month) 

Last (the last day of each month) 

For a BillingPeriod of Day/Daily, Year/Annually, 
Semiannually, Semimonth/Semimonthly, or Quarterly, 
set this parameter to 0. The system will calculate the 
BillingInterval using the StartDate in the contract.  

MaxFailures Optional The maximum number of attempts to submit a payment 
before system puts contract into a suspended mode. 

FailureInterval Optional The number of days system will wait between each 
reattempt at processing payment. 

EmailCustomer Optional Indicates whether to email the customer regarding the 
status of recurring payment. Valid values are: True or 
False. 

EmailMerchant Optional Indicates whether to email the merchant regarding the 
status of recurring payment. Valid values are: True or 
False. 

EmailCustomerFailure Optional Indicates whether to email the customer if recurring 
payment fails. Valid values are: True or False. 

EmailMerchantFailure Optional Indicates whether to email the merchant if recurring 
payment fails. Valid values are: True or False. 
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Parameter Required Description 

Status Optional The status of the contract. Valid values include: 

Active 

Inactive 

ExtData Not Used Not used for this operation.  

Parameters marked as optional or not used must be passed as empty 
parameters if you are not submitting a value. 

Response Values 

The following table describes the fields in the XML success response: 

Parameter Description 

CcInfoKey Unique numerical identifier for credit card. This number 
is used for processing and management operations.  

Returned if TransType is Add or Update and 
PaymentType is CC. 

CheckInfoKey Unique, numerical identifier for credit card. This number 
is used for processing and management operations.  

Returned if TransType is Add or Update and 
PaymentType is CK. 

Code Always Ok for successful response. 

ContractKey Unique, numerical identifier for the contract. This number 
is used for management operations. Note that 
ContractKey will be returned even in the event of 
contract deletion. 

CustomerKey Unique numerical identifier for the customer. This 
number is used for management operations. 

Error Response message from PayLeap confirming the 
successful operation.  

UserName Your PayLeap API login ID. 

Vendor Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

The following table describes the fields in the XML failure response: 

Parameter Description 

CcInfoKey Value submitted in PaymentInfoKey, regardless of 
whether it was a credit card or check. 

CheckInfoKey Value submitted in PaymentInfoKey, regardless of 
whether it was a credit card or check. 

Code Always Fail for a failure response. 

CustomerKey Unique numerical identifier for the customer. This 
number is used for management operations. 

Error Message describing the error in request. 
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Parameter Description 

UserName Your PayLeap API login ID. 

Vendor Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

Examples 
The following is an example of a ManageContract request: 

https://uat.payleap.com/MerchantServices.svc/ManageContract?Username=user

123_API&Password=ENn2jCtsOuxVlcELE&TransType=Add&Vendor=123&CustomerKey=6

022&ContractKey=&PaymentInfoKey=5452&PaymentType=CC&CustomerID=13579&Cust

omerName=Garfield%20&%20Friends&FirstName=Jon&LastName=Arbuckle&Title=&De

partment=&Street1=&Street2=&Street3=&City=&StateID=&Province=&Zip=&Countr

yID=&Email=&DayPhone=&NightPhone=&Fax=&Mobile=&ContractID=12346&ContractN

ame=Lasagna&BillAmt=400.00&TaxAmt=3.00&TotalAmt=403.00&StartDate=01/11/20

12&EndDate=&NextBillDt=01/11/2012&BillingPeriod=Semimonthly&BillingInterv

al=0&MaxFailures=&FailureInterval=&EmailCustomer=&EmailMerchant=&EmailCus

tomerFailure=&EmailMerchantFailure=&Status=&ExtData= 

The following is an example of a successful ManageContract response: 
<RecurringResult xmlns="http://www.payleap.com/payments" xmlns:i="http://

www.w3.org/2001/XMLSchema-instance"> 

<CcInfoKey>5450</CcInfoKey> 

<Code>Ok</Code> 

<ContractKey>5402</ContractKey> 

<CustomerKey>6789</CustomerKey> 

<Error>Contract Added</Error> 

<UserName>user123_API</UserName> 

<Vendor>123</Vendor> 

</RecurringResult> 

 

The following is an example of a ManageContract request with an error: 

https://uat.payleap.com/MerchantServices.svc/ManageContract?Username=user

123_API&Password=ENn2jCtsOuxVlcELE&TransType=Add&Vendor=123&CustomerKey=O

die&ContractKey=&PaymentInfoKey=5452&PaymentType=CC&CustomerID=13579&Cust

omerName=Garfield%20&%20Friends&FirstName=Jon&LastName=Arbuckle&Title=&De

partment=&Street1=&Street2=&Street3=&City=&StateID=&Province=&Zip=&Countr

yID=&Email=&DayPhone=&NightPhone=&Fax=&Mobile=&ContractID=12346&ContractN

ame=Lasagna&BillAmt=400.00&TaxAmt=3.00&TotalAmt=403.00&StartDate=01/11/20

12&EndDate=&NextBillDt=01/11/2012&BillingPeriod=Semimonthly&BillingInterv

al=0&MaxFailures=&FailureInterval=&EmailCustomer=&EmailMerchant=&EmailCus

tomerFailure=&EmailMerchantFailure=&Status=&ExtData= 

The following is the resulting ManageContract failure response: 
<RecurringResult xmlns="http://www.payleap.com/payments" xmlns:i="http://

www.w3.org/2001/XMLSchema-instance"> 

<CcInfoKey>5450</CcInfoKey> 

<CheckInfoKey>5450</CheckInfoKey> 

<Code>Fail</Code> 

<ContractKey>5402</ContractKey> 

<CustomerKey>Odie</CustomerKey> 

<Error>Invalid CustomerKey</Error> 

<UserName>user123_API</UserName> 



 
SCM API Guide 

 

© 2012. Affinity Payments DBA PayLeap, is a registered ISO/MSP of Wells Fargo Bank, N.A., Walnut Creek, CA 30 

<Vendor>123</Vendor> 

</RecurringResult> 
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ManageCustomer 
This web service operation allows you to add, update, and delete customer 
information. To access ManageCustomer, use an HTTP GET to one of the 
following URLs. 

The testing URL is: 

https://uat.payleap.com/MerchantServices.svc/ManageCustomer 

The production URL is: 

https://secure1.payleap.com/MerchantServices.svc/ManageCustomer 

Request Parameters 
The following table describes the parameters used by this web service: 

Parameter Required Description 

Username Required Your PayLeap API login ID. 

Password Required Your PayLeap API transaction key. 

TransType Required The transaction type being performed. Valid values are: 

Add 

Update 

Delete 

Vendor Required Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

CustomerKey Required 
for Update 
and Delete 

Unique numerical identifier for a customer. Found in the 
response values for ManageCustomer, 
AddRecurringCreditCard, and AddRecurringCheck. 

CustomerID Required 
for Update 
and Add 

Unique, merchant-supplied identifier for a customer. 

FirstName Required 
for Update 
and Add 

Customer’s first name. 

LastName Required 
for Update 
and Add 

Customer’s last name. 

Title Optional Customer’s title. 

Department Optional Customer’s department. 

Street1 Optional Line 1 of customer’s street address. 

Street2 Optional Line 2 of customer’s street address. 

Street3 Optional Line 3 of customer’s street address. 

City Optional Customer’s city. 

StateID Optional Customer’s 2-digit state code. 
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Parameter Required Description 

Province Optional Customer’s province if outside the USA. 

Zip Optional Customer’s ZIP or postal code. 

CountryID Optional Customer’s 3-digit country code. For example: USA, 
CAN. 

DayPhone Optional Customer’s daytime number in ###-###-#### format. 

NightPhone Optional Customer’s nighttime number in ###-###-#### format. 

Fax Optional Customer’s fax number in ###-###-#### format. 

Mobile Optional Customer’s mobile number in ###-###-#### format. 

Email Optional Customer’s billing email address. 

ExtData Not Used Not used for this operation.  

Parameters marked as optional or not used must be passed as empty 
parameters if you are not submitting a value. 

Response Values 

The following table describes the fields in the XML success response: 

Parameter Description 

Code Always Ok for successful response. 

CustomerKey Unique numerical identifier for the customer. This 
number is used for management operations. Note that 
CustomerKey will be returned even in the event of 
customer deletion. 

Error Response message from PayLeap confirming the 
successful operation.  

UserName Your PayLeap API login ID. 

Vendor Your PayLeap Vendor number that uniquely identifies 
your merchant account. 

The following table describes the fields in the XML failure response: 

Parameter Description 

Code Always Fail for a failure response. 

CustomerKey Unique numerical identifier for the customer. This 
number is used for management operations. 

Error Message describing the error in request. 

UserName Your PayLeap API login ID. 

Vendor Your PayLeap Vendor number that uniquely identifies 
your merchant account. 
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Example 

The following is an example of a ManageCustomer request: 

https://uat.payleap.com/MerchantServices.svc/ManageCustomer?Username=user

123_API&Password=Nn2jCtsOuxVlcELE&TransType=Add&Vendor=123&CustomerKey=&C

ustomerID=12345&CustomerName=ComedyCo&FirstName=Jack&LastName=Black&Title

=&Department=&Street1=&Street2=&Street3=&City=&StateID=&Province=&Zip=&Co

untryID=&DayPhone=&NightPhone=&Fax=&Email=&Mobile=&Status=&ExtData= 

The following is an example of a successful ManageCustomer response: 
<RecurringResult xmlns="http://www.payleap.com/payments" xmlns:i="http://

www.w3.org/2001/XMLSchema-instance"> 

<CcInfoKey>5450</CcInfoKey> 

<Code>Ok</Code> 

<CustomerKey>6789</CustomerKey> 

<Error>Customer Added Successfully</Error> 

<UserName>user123_API</UserName> 

<Vendor>123</Vendor> 

</RecurringResult> 
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Response Codes 

Result Codes 

The following table describes the result codes and error messages for the 
PayLeap Transaction API: 

Code  Error Message Description 

1 User Authentication Failed User Authentication Failed 

3 Transaction Type not specified Transaction Type not specified 

3 Invalid Transaction Type Invalid Transaction Type 

4 Invalid Amount Invalid Amount 

4 Amount not define Amount not define 

4 Inv Amt Invalid amount 

19 PNRef# or Card Details not define PNRef# or Card Details not define 

19 Original Transaction ID Not Found Original Transaction ID Not Found 

19 Original Auth Code Not Found Original Auth Code Not Found 

19 Invalid PNRef# Invalid PNRef# 

19 PNRef# not defined PNRef# not defined 

23 Inv Acct Num Account Number not on file or Checking 
Account Number 

23 Invalid Credit Card Number, Please 
specify atleat last 4 characters of the 
card 

Invalid Credit Card Number, Please specify 
atleat last 4 characters of the card 

23 Credit Card Number not specified Credit Card Number not specified 

23 Invalid Credit Card Number Invalid Credit Card Number 

23 Account Number is Missing Account Number is Missing 

23 Invalid Account Number Invalid Account Number 

24 Invalid Expiration Date Invalid Expiration Date 

28 Name On Check is Missing Name On Check is Missing 

29 Check Number is Missing Check Number is Missing 

29 Invalid Check Number (Maximum 
length exceed) 

Invalid Check Number (Maximum length 
exceed) 

29 Invalid Check Number Invalid Check Number 

102 Processor Not Available Processor Not Available 

114 Merchant does not have permission 
to send Transactions via WebService 

Merchant does not have permission to send 
Transactions via WebService 

115 Invalid User Invalid User 

116 PostalCode length can not be more 
than 30 

PostalCode length can not be more than 30 
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Code  Error Message Description 

116 Zip code length can not be more than 
30 

Zip code length can not be more than 30 

117 Invalid sequenceNum, (only numeric 
value is allowed) 

Invalid sequenceNum, (only numeric value is 
allowed) 

118 Invalid SequenceCount, (only numeric 
value is allowed) 

Invalid SequenceCount, (only numeric value is 
allowed) 

119 Invalid TrainingMode specified in 
ExtData. (expected data : T or F) 

Invalid TrainingMode specified in ExtData. 
(expected data : T or F) 

120 Invalid Customer Id(Only numeric 
value is allowed) 

Invalid Customer Id(Only numeric value is 
allowed) 

120 Invalid Customer Id(Only numeric 
value is allowed) 

Invalid Customer Id(Only numeric value is 
allowed) 

121 Invalid Name On Card value Invalid Name On Card value 

122 Invalid Tip amount Invalid Tip amount 

123 Invalid Tax amount Invalid Tax amount 

124 Unable to Get CustomFields data Unable to Get CustomFields data 

125 Unable to read from extData Unable to read from extData 

126 Transaction Processing Error Transaction Processing Error 

127 Error in Invoice tag:Invalid Phone 
Number 

Error in Invoice tag:Invalid Phone Number 

128 Error in Invoice tag:Invalid EmailId Error in Invoice tag:Invalid EmailId 

129 Error in Invoice tag:PostalCode length 
can not be more than 30 

Error in Invoice tag:PostalCode length can not 
be more than 30 

130 Merchant does not have permission 
to send money to customer 

Merchant does not have permission to send 
money to customer 

131 Scanner not found in ExtData Scanner not found in ExtData 

132 MICR not found MICR not found 

133 Invalid Scanner; Only 'EXCELLA STX' 
device is allowed for SecCode : POP 

Invalid Scanner; Only 'EXCELLA STX' device 
is allowed for SecCode : POP 

133 Invalid Scanner; Only 'EXCELLA STX' 
device is allowed for SecCode : ARC 

Invalid Scanner; Only 'EXCELLA STX' device 
is allowed for SecCode : ARC 

134 Invalid SecCode specified in ExtData Invalid SecCode specified in ExtData 

135 FrontImage data not found FrontImage data not found 

136 Invalid FrontImage in ExtData Invalid FrontImage in ExtData 

137 FrontImageSize data not found FrontImageSize data not found 

138 Invalid FrontImageSize in ExtData Invalid FrontImageSize in ExtData 

139 BackImage data not found BackImage data not found 

140 Invalid BackImage in ExtData Invalid BackImage in ExtData 

141 BackImageSize data not found BackImageSize data not found 

142 Invalid BackImageSize in ExtData Invalid BackImageSize in ExtData 
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Code  Error Message Description 

143 DOB can not be greater than current 
Date 

DOB can not be greater than current Date 

143 Invalid DOB value Invalid DOB value 

144 Invalid Routing Number Invalid Routing Number 

144 Routing Number is Missing Routing Number is Missing 

145 Invalid BillToCountry Invalid BillToCountry 

146 BillToPostalCode length can not be 
more than 30 

BillToPostalCode length can not be more than 
30 

1001 Invalid Login Information Invalid Login Information 

 

First Data Codes 

The following table describes the result codes and error messages specific to 
First Data merchants for the PayLeap Transaction API: 

Code  Error Message Description 

200 Referral Referral 

201 Invld Mer ID Invalid Merchant number or Subscriber doesn't 
exist or is inactive 

201 Declined Invalid Merchant number or Subscriber doesn't 
exist or is inactive 

202 Declined Declined 

202 DOB Error Date of Birth Error for Check Processing 

203 Apprv Lesser Amt Approved for a lesser amount than what was 
requested (i.e. partial approval) 

204 Inv tran Invalid Transaction 

204 Inv State Code Invalid State Code for Check Processing 

204 Referrral-Inv TR1 More than 76 characters in Track 1 or Track 1 
not formatted correctly 

205 Inv Terminal Terminal Not Found 

206 Please Retry File is temporarily unavailable 

207 Declined Declined 

207 Inv Acct Num Invalid Checking Acct Num 

207 Do not honor Declined: Association‘s payment cancellation 
advice code provided 

207 Do not try again Declined: Association‘s payment cancellation 
advice code provided 

207 New Account Information available Declined: Association‘s payment cancellation 
advice code provided 

207 Try again later Declined: Association‘s payment cancellation 
advice code provided 
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Code  Error Message Description 

208 Expired Card Expired Card 

208 Do not try again Applies to recurring authorizations only. The 
card has expired- 

208 New Account Information Applies to recurring authorizations only. The 
card has expired. 

208 Try again later Applies to recurring authorizations only. The 
card has expired. Get the new expiration date 
and try again. 

209 Incorrect Pin Incorrect Pin 

210 Tran Not Allowed Transaction Not Allowed 

211 Hold-Call Ctr Capture Card -- Call Center 

212 Amt Excceds Lmt Amount Exceeds Limit 

213 Serv Not Allowed Service Not Allowed 

213 Declined For American Express transactions if the CID 
from the transaction doesn't match the one on 
file then decline transaction. Transaction not 
permitted to acquirer or terminal 

213 Do not try again Applies to recurring authorizations only. There 
was security violation. 

214 Host Key Error Host Key Error 

215 Pin Retry Max Allowable number of PIN tries exceeded 

215 Pin Try Exceeded Allowable number of PIN tries exceeded 

216 Invalid Term ID Invalid Term ID 

216 Declined Term record not found on First Data system 

217 Please Retry Reasons for this error are one of the following: 
Format Error Unable to route transaction 
Switch or issuer unavailable System Busy 
Timeout 

218 Duplicate Tran Duplicate Transaction 

219 CVV2 Declined Association indicated the transaction was not 
approved due to mismatch of the CVV2 value, 
but it would have been approved had the 
CVV2 value matched. 

220 System Problem System Problem 

221 Invld Acct2 Invalid account/date or sales date in future 

221 Declined Invalid Effective Date 

222 Rev Rejected Reversal Rejected cannot parse 400 message 

223 Enter Lesser Amt Enter lesser amount 
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Code  Error Message Description 

224 Pin Xlate Error Host Security module could not decrypt the 
PIN block. Master Session: The master key is 
missing or incorrect in the PIN pad, or the 
merchant record set-up incorrectly at First Data 
Host. DUKPT: The Base Derivation key is 
missing or incorrect in the PIN pad, or is set-up 
incorrectly in the Host Security Module. 

225 Inv Cashback Amt Cash back amount greater than total 
Transaction amount (bit 4) 

226 Crypto Box Unav Crypto box is offline 

227 Dbt Switch Unavl Communications link to debit/EBT network 
gateway is down or responded with a "System 
Malfunction (96)" message 

227 DBT T.O. Retry Communications link to debit/EBT network 
gateway is down or responded with a "System 
Malfunction (96)" message 

228 Issuer Unav Debit/EBT network gateway cannot get 
through to the ISSUER. 

229 Undefined Card Debit/EBT network gateway cannot route card 
based on Merchant Entitlement 

230 Dbtsw inv merid Network Response indicates that Merchant ID / 
SE is invalid. 

231 Tran Ct Excd Lmt Debit/EBT transaction count exceeds pre-
determined limit in specified time/ Withdrawal 
limit exceeded. 

232 Resub Excds Lmt Resubmission of transaction violates debit/EBT 
network frequency 

233 Dbtsw Pin Xl Err The authorizing network has a problem 
decrypting the cryptogram in the request 

234 Declined Insufficient funds 

 

AVS Response Codes 

The following table describes the AVS response codes: 

Value Description 

X Exact: Address and nine-digit Zip match 

Y Yes: Address and five-digit Zip match 

A Address: Address matches, Zip does not 

Z 5-digit Zip: 5-digit Zip matches, Address doesn’t 

W Whole Zip: 9-digit Zip matches, Address doesn’t 

N No: Neither Address nor Zip matches 
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Value Description 

U Unavailable: Address information not available 

G Unavailable: Address information not available for international transaction 

R Retry: System unavailable or time-out 

E Error: Transaction unintelligible for AVS or edit error found in the message that prevents 
AVS from being performed 

S Not Supported: Issuer doesn’t support AVS service 

B * Street Match: Street Addresses match for international transaction, but postal code 
doesn’t 

C * Street Address: Street Addresses and postal code not verified for international 
transaction 

D * Match: Street Addresses and postal codes match for international transaction 

I * Not Verified: Address Information not verified for International transaction 

M * Match: Street Addresses and postal codes match for international transaction 

P * Postal Match: Postal codes match for international transaction, but street Address 
doesn’t 

0 ** No response sent 

5 Invalid AVS response 

* These values are Visa specific. 

** These values are returned by the Payment Server and not the processor.  

CVV Response Codes 
The following table describes the CVV response codes: 

Value Description 

M CVV2/CVC2/CID Match 

N CVV2/CVC2/CID No Match 

P Not Processed 

S Issuer indicates that the CV data should be present on the card, but the merchant has 
indicated that the CV data is not present on the card. 

U Unknown / Issuer has not certified for CV or issuer has not provided Visa/MasterCard 
with the CV encryption keys. 

X Server Provider did not respond 
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Character Info 
The following characters must be URL encoded in request parameters or else 
data for that parameter after the character will be ignored: 

 & 

 < 

 > 

 “ 


